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INFORMATION SECURITY    

& DATA PROTECTION: 

DATA PROTECTION  

POLICY  

   

  

  

This policy is annually reviewed to ensure compliance with current regulations  

  

Approved/reviewed by  

Approved by: ISMS Committee / Chief 

Operating Officer 

Reviewed by: Director of ICT  

Date of next review  
October 2025 

  

This policy and procedure is subject to The Equality Act 2010 which recognises the following 

Protected Characteristics: Age, Gender Reassignment, Marriage and Civil Partnership, 

Pregnancy and Maternity, Race, Religion and Belief, Sex, Sexual orientation and Disability 
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1. Document Control   
1.1. Document Details   

Title    Data Protection Policy  

Author    Debbie Holland / Robbie Wallis  
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1. Introduction  



  

4 | P a g e  

  

 

2.6  Processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful processing and against 

accidental loss, destruction, or damage, using appropriate technical or organisational 

measures.  

  

3. The Rights of Data Subjects  

The Data Protection Act 2018 and the UK GDPR sets out the following rights 

applicable to data subjects (please refer to the parts of this policy indicated for further 

details):  

3.1  The right to be informed (Part 12).  

3.2  The right of access (Part 13).  

3.3  The right to rectification (Part 14).  

3.4  The right to erasure (also known as the ‘right to be forgotten’) (Part 15).  

3.5  The right to restrict processing (Part 16).  

3.6  The right to data portability (Part 17).  

3.7  The right to object (Part 18); and  

3.8  Rights with respect to automated decision-making and profiling (Parts 19 and 20).  

  

4. Lawful, Fair, and Transparent Data Processing  

4.1  The UK GDPR seeks to ensure that personal data is processed lawfully, fairly, and 
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17. Data Portability  

17.1  The college processes personal data using automated means. Such processing is 

carried out by, inter alia, our management information system (Integris), our human 

resources systems and our catering management system.  

17.2  Where data subjects have given their consent to the college to process their personal 

data in such a manner, or the processing is otherwise required for the performance 

of a contract between the college and the data subject, data subjects have the right, 

under the UK GDPR, to receive a copy of their personal data and to use it for other 

purposes (namely transmitting it to other data controllers).  

17.3  Where technically feasible, if requested by a data subject, personal data shall be sent 

directly to the required data controller.  

17.4  All requests for copies of personal data shall be complied with within one month of 

the data subject’s request. The period can be extended by up to two months in the 

case of complex or numerous requests. If such additional time is required, the data 

subject shall be informed.  

  

18. Objections to Personal Data Processing  

18.1  Data subjects have the right to object to the college processing their personal data 

based on performing a task in the public interest. Its’ legitimate interests, or direct 

marketing (including profiling)  

18.2  Where a data subject objects to the college processing their personal data, the 

college shall cease such processing immediately, unless it can be demonstrated that 

the college’s grounds for such processing override the data subject’s interests, rights, 

and freedoms, or that the processing is necessary for the conduct of legal claims.  

18.3  Where a data subject objects to the college processing their personal data for direct 

marketing purposes, the college shall cease such processing immediately.  

18.4  Where a data subject objects to the college processing their personal data for 

scientific and/or historical research and statistics purposes, the data subject must, 

under the UK GDPR, “demonstrate grounds relating to his or her particular situation”. 

The college is not required to comply if the research is necessary for the performance 

of a task carried out for reasons of public interest.  

 

19. Automated Decision-Making  

19.1  The college is not currently using personal data in automated decision-making 
processes. In the event that that this situation changes, the college shall notify data 
subjects of its’ intentions to commence such processing.  

19.2  Where such decisions have a legal (or similarly significant effect) on data subjects, 

those data subjects have the right to challenge to such decisions under the UK 

GDPR, requesting human intervention, expressing their own point of view, and 

obtaining an explanation of the decision from the college.  

19.3  The right described in Part 19.2 does not apply in the following circumstances:  

19.3.1  The decision is necessary for the entry into, or performance of, a contract 

between the college and the data subject;  
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23. Data Security -
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and discretion when discussing work-related matters that relate to personal data, 

whether in the workplace or otherwise;  

27.6  Methods of collecting, holding, and processing personal data shall be regularly 

evaluated and reviewed;  

27.7  All personal data held by the college shall be reviewed periodically, as set out in the 

College’s Data Retention Policy;  

27.8  The performance of those employees, agents, contractors, or other parties working on 

behalf of the college handling personal data shall be regularly evaluated and reviewed;  

27.9  The contravention of these rules will be treated as a disciplinary matter.  

27.10  All employees, agents, contractors, or other parties working on behalf of the college 

handling personal data will be bound to do so in accordance with the principles of the 

UK GDPR and this Policy by contract;  

27.11  All agents, contractors, or other parties working on behalf of the college handling 

personal data must ensure that any and all of their employees who are involved in the 

processing of personal data are held to the same conditions as those relevant 

employees of the college arising out of this Policy and the UK GDPR; and  

27.12  Where any agent, contractor or other party working on behalf of the college handling 

personal data fails in their obligations under this Policy that party shall indemnify and 

hold harmless the college against any costs, liability, damages, loss, claims or 

proceedings which may arise out of that failure.  

  

28. Transferring Personal Data to a Country without an adequacy decision  

28.1  The college may from time to tie transfer (‘transfer’ includes making available remotely) 

personal data to countries without a suitable adequacy decision from the UK 

Government.  

28.2  The transfer of personal data to a country without an adequacy decision shall take 

place only if one or more of the following applies:  

28.2.1  The transfer is to a country, territory, or one or more specific sectors in that 

country (or an international organisation), that the UK Government has 

determined ensures an adequate level of protection for personal data;  

28.2.2  The transfer is to a country (or international organisation) which provides 

appropriate safeguards in the form of a legally binding agreement between 

public authorities or bodies; binding corporate rules; standard data protection 

clauses adopted by the UK Government compliance with an approved code 

of conduct approved by a supervisory authority (e.g. the Information 

Commissioner’s Office); certification under an approved certification 

mechanism (as provided for in the UK GDPR); contractual clauses agreed and 

authorised by the competent supervisory authority; or provisions inserted into 

administrative arrangements between public authorities or bodies authorised 

by the competent supervisory authority;  

28.2.3  The transfer is made with the informed consent of the relevant data subject(s);  

28.2.4  The transfer is necessary for the performance of a contract between the data 

subject and the college (or for pre-contractual steps taken at the request of 

the data subject);  




